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Who We Are

APl represents all segments of America's natural gas and oil industry, which supports more than 11 million
U.S. jobs and is backed by a growing grassroots movement of millions of Americans. Our nearly 600
members produce, process and distribute the majority of the nation’s energy, and participate in APl Energy
Excellence®, which is accelerating environmental and safety progress by fostering new technologies and
transparent reporting. APl was formed in 1919 as a standards-setting organization and has developed more Find Your EKDEFiEﬂtia| PFOQ ram AbrOad, S’[Ud}ﬁ Gap, Intern - API

than 800 standards to enhance operational and environmental safety, efficiency and sustainability.

Academic Programs International
https:/fapiabroad.com

'
H

APICONNECT for students. Revolutionize your experiential learning journey from program search
Although our focus is primarily domestic, in recent years our work has expanded to include a growing to on-site experience to career readiness.
international dimension, and today APl is recognized around the world for its broad range of programs: Study Abroad - Contact Us - API Blog - APl Newsroom
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Introduction to APIs

» Application Programming Interfaces (APls) are beneficial
ways of transferring information between systems

= Differenttypes of APIs: REST, SOAP, GraphQL, Websockets

= APIs have evolved from basic programming constructs
to critical components of modern digital ecosystems

» They allow for interoperability, flexibility and allow for new
business models

» In the 1970s APIs were used as software interfaces that allowed
various applications to communicate with the operating system



Figure 5
Application Programmer Interface

History of APIs

EXTERNAL SCHEMA
INTERFACE (#4)

. . . ° M "’ .
= The term APl initially described an interface only for end- mootn | Sicrcaon  wiwaceen
INTERFACE (#7) INTERFACE (#8)

user-facing programs, known as application programs.
This origin is still reflected in the name "application

programminginterface." Today, the term is broader, An alternative which has several advantages is
including also utility software and even hardware grams to be written in suppart of query.  report

generation, etc. (Figure 6).

interfaces.

Figure 6
Enriched Application Programmer Interface

= A diagram from 1978 proposing the expansion of the
idea of the APl to become a general programming osms
interface, beyond application programs alonel®!

EXTERNAL SCHEM A INTERFACE

APPLICATION PROGRAM
INTERFACE

= https://en.wikipedia.org/wiki/API

QUERY REPORT ETC.
INTERFACE GENERATOR
INTERFACE


https://en.wikipedia.org/wiki/Application_program
https://en.wikipedia.org/wiki/Utility_software
https://en.wikipedia.org/wiki/Hardware_interface_design
https://en.wikipedia.org/wiki/Hardware_interface_design
https://en.wikipedia.org/wiki/API
https://en.wikipedia.org/wiki/Application_program
https://en.wikipedia.org/wiki/API
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History Continued

» The idea of the APl is much older than the term itself.
British computer scientists Maurice Wilkes and David
Wheeler worked on a modular software library in the
1940s for EDSAC, an early computer.

» The subroutines in this library were stored on punched B bl |
paper tape organizedin a filing cabinet. This cabinet also | (e Lier) e o g
contained what Wilkes and Wheeler called a "library 5 | s s
catalog" of notes about each subroutine and how to
Incorporate it into a program.

1M INE
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» Today, such a catalog would be called an API (or an API
specification or APl documentation) because it instructs a
programmer on how to use (or "call") each subroutine that
the programmer needs.4



https://en.wikipedia.org/wiki/Maurice_Wilkes
https://en.wikipedia.org/wiki/David_Wheeler_(computer_scientist)
https://en.wikipedia.org/wiki/David_Wheeler_(computer_scientist)
https://en.wikipedia.org/wiki/Software_library
https://en.wikipedia.org/wiki/EDSAC
https://en.wikipedia.org/wiki/Subroutine
https://en.wikipedia.org/wiki/Punched_paper_tape
https://en.wikipedia.org/wiki/Punched_paper_tape
https://en.wikipedia.org/wiki/Filing_cabinet
https://en.wikipedia.org/wiki/API

History Continued

= Althoughthe people who coined the term API
were implementing software on a Univac 1108, the
goal of their APl was to make hardware
independent programs possible.&

= https://en.wikipedia.org/wiki/API
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https://en.wikipedia.org/wiki/UNIVAC_1100/2200_series
https://en.wikipedia.org/wiki/Hardware_independent
https://en.wikipedia.org/wiki/Hardware_independent
https://en.wikipedia.org/wiki/API
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Modern APIs

* |In building applications, an APl simplifies programming by
abstracting the underlying implementation and only exposing
objects or actions the developer needs.

= A REST API conforms to the constraints of REST architectural
style and allows for interaction with RESTful web services. REST
stands for representational state transfer and was created by
computer scientist Roy Fielding.

= GraphQL is an open-source data query and manipulation
language (created by Facebook) for APIs and a query runtime

HTTP Request

engine.
GET https://api.nasa.gov/planetary/apod
u Gl‘athL enables deCIarat|Ve data fetChlng Where a Cllent can concept_tags are now disabled in this service. Also, an optional return parameter copyright is returned if the image is not
specify exactly what data it needs from an API. Instead of public domain.
multiple endpoints that return separate data, a GraphQL server Query Parameters
exposes a single endpoint and responds with precisely the data
a C||ent asked for_ Parameter | Type Default Description

YYYY-MM- . .
date oD today The date of the APOD image to retrieve



APl Example - REST & CRUD

= REST — Representational State Transfer

v’ Stateless - each request happens in isolation (no
memory from previous or future requests)

v All information needed to process a request is
within the request itself

= CRUD Operations and HTTP Methods:

v Create resources using the POST method

v Read resources using the GET method

v' Update resources using the PUT method

v Delete resources using the DELETE method
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API Design and Development

Domain Apis &0 @&

Domain APl specifications

= Design Principles: Simplicity, consistency

and adherence to Asure software Contactthe developer
standards e
Servers
- Documentation and Developer l TBD - API contracts to be used by domain api v
Experience: OpenAPI style specifications
that iIIUStrate end pOi nts em ployee Operations for employee endpoints N
GET /employees/{employee-id} retrieves a spcific employee for a passed employeeld a N
u SECU rity: N eW APIS b U i |t a N d SECU red With /employees/{employee-id} patches a spcific employee for a passed employeeld i hd
AsurelD
ET /employees/{employee-id} /profile/contacts getan employes contact record. a v
POST /employees/{employee-id} /profile/contacts create an employse contact record a '
= Versioning: Versions of APl to maintain , , ,
- /employees/{employee-id} /profile/contacts/{contact-id} patches an employse contact record a '
backward compatibility | _
‘ m /employees/{employee-id} /profile/contacts/{contact-id} delete an employee contact record a ' ‘
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Business Value of APIs

Revenue Ecosystem Speed of
Generation Development Development
= Connecting different = Build partnerships with = Once built, can be
systems together vendors and clients repurposed for multiple uses
= Service for clients = Work together to create = Depending on system — fast
value-added services development

Security Ease of
Management
= Can utilize modern security = Set it and forget it
practices such as using . Al ]
Oauth Allows others to connect

and build vs building from
= AsurelD scratch each time
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File |ntegrati0n Simple method to transmit data from
point A to point B

r_ CSV or Text files that contain
A relevant data to be transmitted

] Generally sent through SFTP or
———  uploaded through a web portal

Files must be created and
maintained
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Current State: Fractured APl Landscape

= No reliable singular public API for direct clients, resellers
and partners

= Several different APIs by application domains used
simultaneously for direct integrations with select partners
and clients (direct and resellers)

= No uniform authorization model — Basic Auth, custom
JWT, custom API keys

" Implementationin older tech stack: Delphi, .Net
Framework MVC

= Hosting and deployment — Windows servers hosting IS
and not truly scalable

= Non-multitenant

= Hard to add new functionality and deliver timely
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Modernization @Asure: Guiding Principle

Software built at Asure should be cloud-
native,observable, extensible, geographic
ally resilient, support compliance
requirements and operational workflows.
All of this must be served in a scalable

and cost-effective manner. This is every
team's ownership.
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APl Vision

Developer Portal Developer APIs Developer SDKs
= API collections = Data APIs = Downloadable SDKs inbuilt support
for exponential back-off, retries
= Authorization for APIs = Event APIs (subscriptions)
= Support for ease of event
= Self-service generation of API = RESTful domain-based covering core subscription
credentials HCM domains — benefits, payroll,

. _ time, employee, etc.
= Sandbox environment generation

Partner APIs Security Model

= OAuth2 JWT token-based

= Customized unpublished APIs for authorization (initial)

specific partners to support Asure

Marketplace and strategic partners * Financial Grade API support: mTLS,
DPoP

= Tenant Isolation
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Intuit Developer Portal

INTUIT Developer | search

Quickgocks Oniine | v | Get started with the API Explorer

API Explorer The APl Explorer is where you'll find references for all QuickBooks Online Accounting APl entities. Each API
reference contains relevant fields, operations, attributes, and associated values. It's also an interactive tool. If you
Get started . o
sign in with your developer account, you can use the sample requests to call specific APls.
Create and start developing
your app
Build a demo app Learn how APIs are organized in the APl explorer

Get started with the API

Each APl has a reference with has several sections:
Explorer
Create basic requests * A description of the APl entity that summarizes how it relates to QuickBooks.
™ ¥ ] Wl i i 8 ar i T .
Get the Client ID and Client A sample APl object with all possible fields and attributes

secret for your app ¢ A section for each applicable operation (create, query, read, update, etc).



Stripe Developer Portal

stripe apri

Expanding Responses

dempotent requests

API Reference

The Stripe API is organized around . Our APl has predictable resource-oriented URLs, accepts
request bodies, returns responses, and uses standard HTTP response codes,

authentication, and verbs.

You can use the Stripe AP! in test mode, which doesn't affect your live data or interact with the banking
networks. The APl key you use to the request determines whether the request is live mode or test

mode.
The 5tripe APl doesn't support bulk updates. You can work on only one object per request.

The Stripe API differs for every account as we release new and tailor functionality. to see docs

with your test key and data.
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Status: Current Iteration

Continuous Improvement Continuous Development

* First iteration of domain-based APIs built to
support Employee Portal to provide
necessary data from current source
systems of record

Unified Asure GraphQL-based API to power
new web and mobile platforms with
federation to the domain-based APIs

Integration of APIs with AsurelD for JWT-
based token authorization

* Not ready for 37 party consumption




Roadmap & Timeline S)ErouE
Prerequisites: APl v1.0

= Backend Integration Phase Completion

= Support for Service Bureau users and
administrative users

= [ntegration of payroll systems into AsurelD (Small
& Mid-market)

= Integration of Time & Labor into AsurelD
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API First Development

Create APIs Connect APIs to New Expand APIs
& Old Applications
= Ensure correct data = Employee Portal = Expand on existing APIs
attributes are being used rather than building new

" Employer Portal for each project
= Generic enough to allow

for cross platform = Improving with 3 parties
development in mind

= Microservices

= Reusable and extensible

= Designing with 3 parties
in mind
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APl Based Integrations

Vendor Dependent ‘ Impact

‘ Solution

= Not all vendors support = |s it solving a problem = Ease of use
APIs worth solving?
° = Hands-off
= Some required data = Will it be widely used?
= Seamless

elements not always
available




Asure Marketplace

< ZayZoon

Sign up for on-demand pay

dWS | "ot
High Touch | High Tech | Well Dang
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e Access driven - can be turned on/off at
different levels

* Vendors only have access to clients and
employees that have the integration turned
Ilonll

* Secure - no access given without permission
(consent management)

* Modern design



Marketplace: ZayZoon

» APl based integration

= Utilizes Asure Datastore / Data Lake

= Evolution Scheduled Task

= Mangrove APls

» \Wages automatically reported to ZayZoon

» Deductions automaticallyimported to
Employees

» Deductions automatically reported to
Zay/oon
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The financial
empowerment
plattorm for SMBs

Win the war for talent with a platform that measurably improves
your employee’s financial wellbeing. By reducing financial stress in
the workplace, ZayZoon makes employees happier, more
productive and likelier to stick around.

Get a free demo
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Marketplace: Equifax
Employers Credentialed Verifiers Employees
Employers provide encrypted Access vital data securely and Employees can receive decisions
income and employment data, instantly 24/7. faster.
which is updated each pay cycle.
Credentialed verifiers with a permissible Verifiers can get the information they need
The Work Number handles verification purpose can easily access important data so instantly to help expedite important decisions,
requests, lessening the manual load on HR there is less waiting on consumers to provide almost always without additional action needed
departments. documentation to complete manual from the consumer.

verifications.
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Marketplace: Equifax

» APl based integration
» Utilizes Asure Datastore / Data Lake
» Can be turned on/off per company

» Employees can review information through
Equifax’'s Employment Data Report, request a
data freeze, and more

EQUIFAX
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Marketplace: E-Comp

= Evolution AP| based integration Workers’ Compensatlon

= After turning “on” the API - simple to Quotes & Coverage In
add/remove clients 4 ’
Minutes

» Provides real time payroll data to E-Comp via
E-COMP shops the workers’ compensation, business package

API
. and cyber insurance marketplace. In minutes, we'll find the
= Removes the need to send file uploads or best coverage & pricing with the top insurance companies in

reports m\“"""%'

E-COMP (NOW!
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Marketplace: Vestwell

= File based integration M Od e r n

» File transferis automated

" Integration manages and sends payroll files reti re m e nt

to Vestwell

= Files received from Vestwell are processed b ﬁ t f
by integration and can be automatically e n e S 0 r
imported using EvoExchange

= Available on both Evolution and Mangrove yo u r b u Si n ess
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An HCM Growth Summit

Q&A
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An HCM Growth Summit

Thank You!

‘ 2024 Asure Reseller Partner Conference n Asure
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